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Koucnext ypoka Gelonacnocru B Hurepuere
(ans nposenenus 3auuTHii B 06meobpalosaTeabuBIX
yupexaennax s 2021-2022 ronax).

Ypox npedcmaensemecs yerecoobpaznvin NpoSOOUMbL Y YHAUJUXCR MAQAOULUX,
CpedHux unu cmapwux KAGccos, Oeaax axyenm wa Haubonee axmyanbHbvix
npobremamuxax ons xaxcoozo eo3pacma.

BBEJIEHHME

HoGpeifi news! Ceroaus s Xody NOTOBOPHTE C BaMu npo obecneqenwe
6e30NacHOCTH B HHTEpHETe.

Texundyeckoe obecneueHmMe MNONMUMKM HE CTOMT Ha MECTe, a MOCTONHHO
OOHOBIISETCH, BMECTE C IPOTPECCOM BCero YesnopedecTsa. MnpopmaiMoHHbIE LEHTPH,
Ga3bl JaHHBIX, KOTOPHIC XPaHAT BCe CBeleHHA B UMPOBOM dopMmarte W ABAKIOTCS
ceroaHs (QyHIAMEHTOM JUIA paGoThl NONMUMH, CO3AABATMCE B NOCHEAHME
RECATUNACTHA, U AKTHBHO QYHKUHOHHPYIOT B HacToamiee spems. Pabora MBJ] Poccuu
CTana BLICOKOTEXHONOIHYHOH, nNOMHUEHCKHE TENCps pacCAefylOT He TONBKO
NPECTYIVICHHS, COBEpIUEHHBIE (U3NYECKH, B pEWILHOM [POCTPAHCTBE, HO H
anojesHus B cetd Vinrepuer. Takne npasonapywenus npeaycmotpens: [ nasoi 28
Yronossoro Koaekca Poccuiickoit Mefiepaiini, Mbl Ha3siBaeM WX «NPECTYNICHHSMHA
B chepe KOMNBIOTEPHOH HEGOPMALLI.

Kak Tosmko nosBuics Tako#l BHA npectynHoctd, 8 MBJl Poccum coanano
CNeUMaNbHOE TNOAPa3feieHHEe MO MPOTHBOASHCTBHIO HE3AKOHHBIM JCAHUAM,
COBEPLICHHLIM B Cepc KOMNBIOTEPHOH uHpopMaunn - Ynpasacuue «Kn. Moxere
3aHTH Ha Hall OQHUHANLHEIR CalT W TOCMOTPETH NAMATKY JUIA JETeH H B3POC/IBIX —
OHH OYEHb HHTEpPECHBIe, H, INaBHOE, NOJIEIHbIC.

Komnsiotepras rpaMoTHOCTS — HeoOXoMoe yCioBHe BOCIHTAHHA YeloBeKa B
XX1 sexke. HudopmauuoHHBIE TEXHONOTHH HBASIOTCE HEOTHEMIEMON HaCcThLiO
cospemeHHOro obwecrsa. B Poccnu Gonbuwe 80 MMAAMOHOB Ye10BEK BBIXOAST B
MHTEPHET KaXbIA NeHb, M 3HAYHTENBHYIO HaCTh M3 HHX COCTAB/IAETE HMEHHO Bbl
H Apyrue pebsra sawero Bo3pacra.

WntepHeT - yHUKanbHAs pEANBHOCTA HAIIET0 C BAMH  BpPEMEHH.
3ro OearpaHu4HbIi MHP MHQOPMALMH, B KOTOPOM €CTh KakK pasBieKaTenbHbie W
HIPOBLIE NOPTANbI, TAK H NONEIHBIE CBEACHUA NS y4eOhl U paclIMpeHHa Kpyrosopa.
MmesHo ¢ NOMOMBIO HHTEpHETa Mbi OOLIAEMCA CO CBOMMHM JAPY3bAMA B PEXHME
OHnaliH, BCTyNaeM B COOGLIECTBA MO HHTEPECaM, ACNHMCS NOCJICIHHMH HOBOCTIMH,
BECENMMCA M nenaeM JOMaliHio pabory. MHBIMM cinoBamMM, HHTEPHET — 3TO

HHpOpMaLHs, ONEpPaTHBHO O0ecneyHBAIOWAs BalUM eXeAHeBHbie NOTPeSHOCTH U
AOCTynHas B MoO0H MOMEHT.
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Onnako nonuuedcKHe BbIHYXKIASHB nNpeaAynpexaats o0 onacHoCTAX
BHpTyansHoro mupa. OnpefencHnas HacThk nonb3oBaTeneil CCTH HWICT B HHTEPHETES
He apy3eil, a CBOHX XepTB.

BaxHo obesonacuts ceba 1 cBOMX OAH3KKX OT NpEeCTyNHLIX HAMEPEHH APYIHX
monae#t. HenobpocosecTHbie rpaknane (MOUICHHHKH, HapKOAWIEPHI, NCHXUYECKH
HE3A0pOBbie JIIOAK) NO-CBOEMY OLECHHBAIOT BO3MOXKHOCTH HHTepHeTa. Beab HMEHHO
CETh 3a4aCTYIO JIaeT BOIMOKHOCTD MPECTYITHAKAM AeHCTBOBATE AHOHHMHO, NOJTOMY
Hebe3onacHoe NMoBejIeHHe B HHTEPHETEe MOXKET HAHECTH BpEJl BaM, BAWIMM POAHLIM H
Gm3kumM.

Heobxonnmo ceba obesonacuTs — 114 3TOr0 AOCTATOYHO CEPLE3HO OTHECTHCE K
npobeme xubGepipecTynHOCTH K coONioAaTs NPOCTHIE IPABK:IA, O KOTOPLIX A CEroAHA
pacckKaxy.

1. 3SALLIKTA MOBUJILHBIX YCTPOHCTB

Haunem ¢ npocToro sonpoca, ¢ NOMOLIBI0 KaKHX YCTPOHCTS Bbl, KaK NpaBusio,
BbIXOZMTE B HHTCPHET?

(cmapmgbon, naanuiem, HOymOyK, nNEPCOHANBHBIN KOMNBIOMED, YMHBIE 4ACHl)

Besycnosno, 310 Tak. Ham yno61o HaxoauTh HHGOPMALHIO B HHTEPHETE 4Yepe3
3TH ycTpolicTBa B NepByio ouepeds NOTOMY, YTO OHM HebonbluKe, ya00Hbie, CTUIbHbIE
M, KAK HH CTPaHHO, HMEIOT 3KpaHbl, Ho HaBepHAKa BaM H3BECTHO, 4TO YXke celvac ecTh
XONOAHIBHHKH, YaHHUKH, YMHbIC KOJOHKH, YTIOMH, TC/ICBH30Pbi, KaMepsi, KOTOphIE
TOXKE MOTYT HMETb IOCTYT K HHTEPHETY.

Bosuukaer npobaeMa: ecnu Tak MHOro yCTpo#cTB M3 HailucH NoOBceaHeBHOH
KHIHA UMEIOT WA OYAyT UMETh AOCTYN K MHTEPHETY, KaK HaM 3allHTUTHCE OT HX
s3noma? Beas ouu, KaKk npasuno, NoAKMOYeHsl K aoMaluiked Wi-Fi ceTu, a 3Hayur,
3apaXeHHe Cnocob0HO PacmpOCTPaHMTBCA Ha BCE YCTPOHCTBA, MOAKIIOYEHHBIE K
KOHKpeTHOMY poyTepy. ONHO3HAYHOIO OTBETA Ha ITOT BONPOC CeHYac HEeT HU y KOro.
MHorde 3Kkcneprsl CYHTAIOT, YTO WHTEPHCT BelleH MOXET KaK BbIBECTH Hauly
UHMBHIH3ALMIO HA KAYECTBEHHO HOBBIN YPOBEHb, TAK H NOTPY3HUTH €€ B Xaoc.

Ho mouemy MBI Hauand pasrosop umeHHO ¢ 3toro? Bce npocto: mue Owi
xorenock Obl ellje pas HaNnOMHHTL BaM GaHaNbHbIe, HO BAXKHBIC HCTHHBL. JU1A 3aIIHTHI
cels ¥ CBOMX raflkeTOB OT BTOPXKEHHA:

Henoawayiite cioxnbie napoas,

CTaTHCTHKa FOBOPHT O TOM, YTO JIIOAM HE CIHIIKOM-TO 3alyMBIBAIOTCA O CBOMX
NaposiAx, 4acTo CTaBAT OAMH H TOT K€ Mapojik HA MHOXKECTBO CAlTOB H COLHANBHBIX
ceteil. MCKI1I04HTE HCIIO/1b30BaHKE NApOsieit N0 YMONHEHHIO W He COXpaHATe Naposik
B Balux ramkerax u Gpaysepax. Jla, 310 He Bceraa yao0HO, HO Mbl JKe XOTHM, YTOOb!
HaK ycrpoicTea Goutn GesonacHemn? Kak Bbl cuMTacTe, KakKe 18a Napoiis 10 CHX
Nop OCTAlTCA CaMbiMM nonyaspubiM# B Mupe? Bepro, «123456» u «qwerty».
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Hazeiocs, 4To BB HCnIONB3yeTe Goee ClOMKHBIE BADHAHTBI, BEb noaobparek npocroif
Napoab 3NOYMBININCHHHKY ACHCTBHMTENbHO HE JOCTAaBHT Tpyda. Peryaspho
OCYUICCTBAAHTE CMEHY napoiied ¥ HHKOMY MX He coobmaiire. IMapons nomxen
CORepXkare COYeTaHue UH(P, NPONHCHBIX M CTPOMALIX OYKB, a TAKKE CeLHATBHBIX
cumBosios. He ucnoassyiTe onKH H TOT e Naposis Ha KaXaoM caiiTe, KOTOPHIA BbI
noceujaere.

Bei pe3oHHO Moxere MHe BO3pa3WTh: BCE 3TO, KOHEYHO, 310pPOBO, HO KaK A
3aM0MHIO CTONBKO PAIHAIX, CIOXKHBIX MAPOJCH 1% pa3nuYHEIX akkayHTOB? Mot coser
TAKOB: NOABL3YHTECH MEHELKEPaMu taposieil. X MOXKHO cKa4YaTh KaK Ha KOMIIbIOTEPHI,
Tak ¥ Ha CMAPTHOHE!, B HUX HECNOKHO 3aPEIUCTPUPOBATLCA W BHECTH CBOM NapONH.
Y 100cT80 3THX 1POIpaMM 3aKII0YAETCH H B TOM, YTO NpH (PUKCaUHK MOILCHHNYECKO#H
aTak¥ OHH aBTOMATHYECKH MEHSIOT BCE COXpaHeHHbIe Napoin.

B nononHeHMe K naponid HeoOXOAMMO TOMKIIOYHTE ABYX(aKTOpHYIO
aBTOPH3ALMIO — Korjia Bbl OyneTe BBOAHTE PErHCTPaLMOHHLIC JaHHbIC /UL BXOJa Ha
CTpaHMIly CONM&IBHOH CETH WIM B MeECCeHDKep, BaM JIOMONHHTENbHO NpHAeT
SMS-coolenne ¢ koaom aoctyna. 1o 3aiimer nuwenue 10 CeKyHi, HO MOXer
obezonacuTs Bac oT Goabwux ipoliiem B Oyayiuem. Takas TEXHONOrHS NPHILIAE W3
DankoBckoH cepbl, HO BCe BLl 313ETE, ¥TO B HacTosllee BpeMa W Bxoutaxre,
u TikTok nacTosTensbHO NMPEMIAralOT 3aUIWOIATH CBOW AKKAYHThI WMEHHO TAKHM
obpaszom.

HoasiyliTech aHTHBHPYCHLIMH NPOrpAMMAMHE.

M sHOBL GananbHLIH, HO BaxHBil coper. JoGOMYy KOMNBIOTEPY WAM raKeTy
MOrYT NPHYHHUTS Yiieps BpeaoHocHbIe nporpaMmMbl. OHH B COCTOSHHH CKONTAPOBATD,
NOBPEAMTE MM YHHYTOXKHTL BaXiiylo MH(OPMauUMIO, OTCIEAWTL Balll¥ ASHCTBHA H
AdXKE yXPacTb ACHEXKHBIE CpeAcTBa. UX Ha3biBalOT «YepBU», «TPOSHARIN, KIINHOHBIY,
HO CYTh O/IH& — BCE 3TO BHUPYCHI. J1is 3aLINTH KOMNBIOTEPE Ha HEM YCTAHABIWBAKIOTCS
creuManbHbie 3ALMTHEIC NMporpaMMbl H QHABTPe. Hcrnons3oBare MOXHO TONBKO
THLEH3HOHHOC NPOrpaMMHOE O0CCNeYCHHE C AKTYAIbHBIMH OOHOBNCHUAMH. Takke
HEeNbad AOMYCKaTh HCTEYCHHA CPOKa NCHCTBHS Balllero aHTHBMPYCA — B TAKOM Cily4ae
oH Oyznert pabGorars HeaddeKTHBHO.

He CTOMT ckauuBaTe NpOTpaMMbl C HEMOHATHRIX CaliTOB, OTKPLIBATL H
COXpaNATL NoA03pHTENbHbIE (ailibl, oTBEYaTh Ha 3arajousbie pacchinku. M rnassoe
- HE nocellanTe caiTel C COMHHTENBHON penyTauKeH, KOTOPhIE BbI3BIBAKOT y BacC (WK
y Baille#l aHTHBUPYCHOH NporpaMmsl) Moao3peHns.

Aymaio, Bce BbI CMOXETe HA3BATH HECKONbKO AHTHBMDYCHBIX MpOrpaMM Ajs
KOMIbloTepa U cMapThona. KeTaTy, Bo3Bpalliasch K HalleMy pasroBopy Mpo HHTEPHET
BelieH: eciu y Bac ecTs AoMaunan Wi-Fi ceTs, NoaKmoYHTE poyTep K CTALHOHAPHOMY
KoMnsioTepy WiH HOyTOyky no nposoaam. Torama Bech Tpaduk noiimer 4Yepes
YCTPOHCTBO, ¥ aHTHBHPYCHOM nporpamme GyaeT nerye oTpaskaTh aTaki MOLIEHHHKOB.
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Hukomy He nepenanaiite cBOW KONDHUACHUHANBHBIE JAHHBIC H C/leHUTE 32
«andpoBLIM caeaom».

3710 MOrYT GbITh JIOTHHBI, TTAPONH, JAHHBIC GAHKOBCKMX KApT, CBHACTEALCTEO O
POXKAEHHH, NACNHOPTHEIE JaHHBIE, TH4HBIC QoTorpaduu. Takue «uudpossie ciensn»
TAHYTCA 38 BAMM BCIO XH3Hb, MOTYT HaBPEAHTE HA ITYTH K AOCTHXEHHIO NOCTABACHHOH
uenn. Mruopupyiite B HHTEpHeTe noAo0HbE 3anpockl. BaXHO 3aNOMHHTL NPaBUio:
«/lokyMeHTB! BCeria Xpanarcs B cefigen.

Liupposo#t cnen - yuuxkanbHbii nHabop aeiicTsuii B MHTepHeTe WM Ha
ungpossix ycrpofictsax. Bo Becemupho#t naytuie 310 HHOpMauma, OCTaB/eHHas B
PC3yABTATC MPOCMOTPa BeO-CTPAHKI U COXpaHeHHas B Buje cookie-daiinos.

Ecau Bml nyOaukyere Kkakyio-nhOo uHbOpMauMio Ha cBoell CTpaHMue B
conManbHOM ceTH, OOA3aTENBHO NPOBEPHTC HACTPOHKM KOHQMIACHUMANLHOCTH Ha
caiite: yGeauTech, 4TO JaHHbIe He JOCTYHbI IS NPOCMOTPA LiKpoko#l nybauke.

To, 4To Bl NyGauKyeTe B HHTEpHETe, OCTAHETCS TaM HABCErJA, JaXKe eCJIH Bbl
YAANMTE JTH CBeJeHMs. YHuBepcuTeTsl ¥ paboTolaTeny nNPOBEPRIOT NpoQHIH
coMCKaTenell B COLMANBLHBIX CETAX, NOITOMY yOeauTeck B TOM, 4TO Bhi MyOnHKyeTe B
Unreprere, yMECTHO K HE HABPEAKT BaM B Oyayiem.

2. OCKOPBJIEHHS H HAINTAJIKH B CETH HHTEPHET

JlasafiTe MOrosopHM O TeX, KTO Hallle BCEro AOCTABIACT HAM OrOPHYCHHC NpH
oOmieHHH B MHTepHeTe. JTO pa3HooOpa3Hbie BPEAHTENHM, ITlaBHAS Lelb KOTOPhIX —
YKO/10Tbh Bac, HCIYraTh, OTOPYHTH WK 3aCTARBUTH rPYOUTS B 0TBET. CyllleCTBYeT TaKas
K4TEropHUs HHTEPHET-BPEANTENCH — ITO IPWKAAIES, HMEIOIME NPECTYNHBIC HAMEPEHHA
B OTHOIUEHWM Bac JIAYHO, WK MPOCTO ible NIOAHW, BLIXOJAIIAE CHavana 3a rpaHs
BOCITHTAaHHOCTH, 2 3aTeM H 3a rpaHsb 3aKOHa.

Cambiii pacnpocTpaHeHHBIH BHA XYIHTaHCTBA B CETH — 3TO TPOJUIHHT.

Tponausr — QopMa MNpPOBOKAUMH WIM H3ASBATENLCTBA NPH OOLICHHH
B HHTEpHETe, HCMOIb3YIOLIANCA MOABMH, 33HHTCPCCOBAHHBIMH B Y3HaBaeMOCTH,
nyGnuyHoOCTH, Snaraxe. [IpaMyio aHanorunio W3 OOBIYHOH KHM3HM Aaf ABJCHHR
TpONAMHIa nozobpark Helerxo. bawkadiuMe nOMATHMA — I3TO HCKYLIEHHE,
HPOBOKAIIMA ¥ TNOACTPEKAaTENbCTBO — TO €CTh CO3HaTeNbHBIH OOMaH, Knesera,
B030YXIeHHE CCOP M Pa3/l0POB, NPU3LIB K HEONArOBHHLIM JACHCTBHAM.

TepMHH «TPOJUTHHIN» NPOUCXOAMT M3 CJACHIa Y4HacTHHKOB BHPTYalbHBIX
coobmects. Llens Tpomns - noaOpPOCHTL BaM TaKylo HaxuBKy (oGuauoe cnoso,
HacMemKa, ockopbaeHne), YToOsl Bel €€ 3arN0THAH (Ha4alH paccTPaHBaThHCH, [THCATH
PYraTeAbCcTBa B OTBET). AHOHHMHOCTS B CETH NO3BOJIAET TPOJUIAM NPEACTABAATE cebs
COBEPIUIEHHO APYTUMH H ObITh YBCPEHHBIMH B CBOCH Oe3HaKa3aHHOCTH, NO3TOMY OHH
OHUTYT ¥ Ae18I0T TaKHe BelllH, KOTOPbIE B peaNbHOM XKH3IHH HHKOrAa Obl HE PHCKHYIH
COTBOPHTH B NPUCYICTBWH onnoHeHTa. [lo nmpHYWHE Kak HEW3IBECTHOCTH, TaK H
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HEAOCATACMOCTH, TPaBHTb, OCKOpPOIATL M MPOBOLMPOBATH JIOACH, KaKETCE HM
sabapnbiv sauaTHeM. Kak noxassiBaeT npaxtika, Gonbille MONOBHHBI CETEBBIX
rpyOHAHOB ABIAIOTCA NEThMH, CKYHAIOWIMMH B WHTEPHETC WIM He NaifillHMH CO
CBEPCTHHKAaMH.

3anoMHHM NPOCTOE NMPaBHNO: He HAN0 KOPMHTH TPOJUICH, 3TO GECCMBICIEHHO.
Ecau Bbi 3aMeTH/IH, YTO KTO-TO B CETH BeleT cedn Takum o0pa3oM — Bbl MOXKETE JIErKo
NoGeHTs ero: He CNOpLTE C HUM, He NILITAHTECh ONPaBAATHCA MIH YTO-T0 O0OBACHHTS,
He obpamanTe BHMMaHus. Beas eMHCTBEHHOE, YTO €My HYXKHO — 3TO Ballla peaklini.
Kak TONBKO Hbl TiepecTraHere pearWpoRaTh — OH O4eHb OhICTPO MOTEpAeT K BaM
unTepec. He JocTaBuTh rpy6UAHY yAOBOIKCTRHS BHACTL Balll FHEB WK obuay Oyaer
AYYIIWM HaKalaHueM, W00 ero Lens He GyeT nocTUrHyTa.

Jasaitte Gynem pa3neiaTe TPOMAMHI H IOMOp. beaycnoBHO, HMKTO He
3anpeilacT BaM LUIYTHTh Hall CBOMMMK ApY3bfMM, 0OCYXJaTh B CETH BONPOCH,
He 00f3aTe/IbHO MCMONL3YA NHTEpaTypHbil pycckuil a3elK. [1pocTo He nepexoaure
rpaHb: JOMOp He JO/DKEH NepepacTaTh B OCKOpPO/NEeHHS, XaMCTBO M OTKPOBCHHYIO
TPaBuo.

'opa3no onacHee CUTYauMsi, KOTA@ Bac 11a4MHAIOT ODHXaTh JIOAM, KOTOpbi€
3HAKT Bac AuyHO. B cnydae, KOTAA B HWAMTE, 4TO HPOTHB BAC HAYMHACTCA
KOAIEKTHBHAS TPABIA ~ HA B KOEM ClIy4ae He PacCTpauBalTeCh W He 3aMBIKaHTeCD. B
CeTH JII0ASM CBOWCTBEHEH CTAHbIH MHCTHHKT, H MHOTHE M3 TeX, KTO BKNIOYacTCR B
TPABI0, IKYHO (IPOTHB BAaC HM4Yero He umeioT. OHK NPOCTO NOWAH HA TOBOAY ¥
rpynmsl moaed, ¥ 3T0 FOBOPHT O HHX 0YCHb KPaCHOPEUYHBO — 3HAYMT, Y HHX HET CBOCTO
MHCHHA, OHM ABISIOTCA MOCTYIIHBIMHA KYKAAMH B YYXKHX pyKaX.

Tebs HaYMHAIOT aTAKOBATH B MECCEHUKEpaX, COLMANbLHBIX CETAX HIH MOAIILIX
npunokenuax? TpeGosats QoTorpaduu MaM NepcoHAIbilbIe alliLIE, YrpoKaTh C
pasHO# aprymeHTaumeii, npoTus Tebs OPranusyeTCs KOLACKTHBHOE npecaeponanne?
Ockopbrienns, yrpossi, HCKaKEHHE TBOMX H300pwKeHHA — BCE ITO He Oeso0unHbIC
WIYTKH, 3TO Oyanusr.

Kubepby.aausr — arpeccHBHOE npeciaciosanne B cetd HHTepHET 0AHOTO H3
YICHOB KOJLIEKTHBA CO CTOPOHBI OCTANbHBIX YWIEHOB KOMIEKTHBA WM €ro HacTH.
INpH TpaBfie KepTBa OKa3bIBACTCA HE B COCTORHWM 38LUHTUTE Ce0st OT HanaloK, TAKHM
obpa3oM, TPaBis OTAMYARTCH OT KONQAHKTE, rA¢ CHAbI CTOPOH MNPHMEPHO PaBHbI.
ByJUIMHT NPUBOAMT K TOMY, YTO XEPTBa TepseT yBepeHHocTh B cebe. Takxke 310
ABACHHE MOXKET IPHBOJMTE K MCHXHYECKHM OTKIOHCHHAM M ABHTHCA MPHYHHOH
KECTOKOH arpeccuu B CTOPOHY TeX, KTO 3aHHMaeTCs TpaBiied.

CyuiecTsyeT HecKoaAbko BuAoB kubeplbyannra:

- Hanaaku:  NOCTOAHHBIE  M3HYPWTEIbHble  aTaKH,  NOBTOPNIOUWHCCH
ockopbuTenbHbie COO0IIEHHS, HanpPaBNEHHbIE HA XKEPTBY;
- Knesera: pacnpoctpaHesne 0cKOpOUTEIbHON W NOKHOH HHPOPMaLHK;
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- Camo3BaiCTBO: NCPEBOMIOWEHHE B ONMpEIE/IEHHOE UL, KOMA MOIICHHHK
TO3WLIHOHMPYET Cebst Xax KCPTBY, HCIOB3YA €€ NapoJib LOCTYNA K AKKAYHTY B
COLMANbHBIX CCTAX;

—=  OOman: suiManHBaHHE  KOHQuAcHUMaibHOR  Mudopmauuu n  ee
pacnpocTpaHeHHe, NONY4YCHHE NEPCOHAIBHBIX JaHHBIX H HX MyOAMKauHs B ceTH
HMHTepHeT UM nepenaya TeM, KOMy OHa He NpeAHa3Ha4anach.

B oTHX chy9asx oO4CHb BakHO OOBACHMTL 4ENOBEKY, YIO €ro TPABNT
IOYMBILUICHHHKH, MOPHYCM TPaBAT O6€30CHOBATENBHO W HET MNPHYMH ANA
paccTpoiicTBa, CHHXEHHA camoouesku. Haazo nokasates, kax JeficisoBars 8
ClIOXKHBIICHCH CHTYaURH. M BBl He JO/KHBI IONYCKaTh TAKOr0 B CBOEM KOJIEKTHBE,
apy3ba!

Ob6szareanto coobmmure B3pocabiM  (PoANTENSM, POACTBEHHMKAM,
YYHTCAAM) O NpecneioBaHHK Bac WM BAIIMX OAHOKJACCHHKOB B CETH WHTEPHET M
NpHMKTEe BMecTe pellenue o6 obpauleHun B nonnuMIo. XpaHHTe NOATBEPAKICHHA
daxros nananenuii B cerd. He nepexusaiite B Taiiue ot poanTeneil Takne CUTYalUMK.
Ecan aas rpasau MCHOAB3YIOT BaM npouwibie owHOKM WIH HenpaBHibHOE
MOBEJICHHE — rOpasAo NPOIUE Cpasy MPUIHATBCH B ITOM (1€PEA CTAPLIMMH, HeM
3aroHsTe npodunemy BHyTps. He cnewmre smibpacsiBate cBOH Heratws B KubOep-
NPOCTPAHCTBO, CO3laBaiiTe COOCTBCHHYI0 oHnafiH-pernyTauMio. M Hukorza wme
NPHHAMAATC caMM y4acTHe B Tpasne koro-nubo. Bawme noctoiivoe noscacHue
ABIACTCA rNIABHOM 3aLUMTON M rapaHTOM CNIOKONCTBKS BAC M BAlIMX OAM3KHX.

3. LVIOYMBIIJAEHHHUKH B CETH

HacTtano spems 1HOroBOpHTE 00 OYEHbL ONACHOM YPOBHE WHTEPHET-YIpos3, rie
HEILIO ABJINETECHh Bbl, a He Baw Kolenex. MMeHno Bac xouer BUpTyansHuifl 3n0/e#
BOH/IeYh B MPECTYNHYIO AEATSILHOCT.

Pexnamupys 3ameyaressHuill 3apaloToK Mo pacnpoCTPAHEHHIO HAPKOTHKOB,
3anpaiiKBan y Bac IHuHble GoTo 3a Goabiune aeHbrY, HaH TpeOys coTorpaduposars
0aHKOBCKYIO KapTy pojMTeNeH, 3TH IHYHOCTH HapylaioT 3aKkoH. Bee 210 - peasibibie
HaKasyembie JIesHHS, H HHTEPDHET B TaKOM Cly4ae - JIMIlG BHPTYalbHaR pyKa K BaM,
NPOTArHBAEMan HACTONWIHMH NPECTYNHHKAMH.

3a nocneanee BpeMs Ppe3KO BO3POCAO KOAHYCCTBO NPECTYMNCHHH C
HCNO/Ib30BAHHEM NEPENHCOK B COLUHATBHBIX CEeTAX MAM Meccenmkepax. bonbuuas
4acTe Aerefi, CTaBUIMX OOLEKTOM TakOI0 BHPTYAJBHOrO HACWIHA, HE AOCTHINH
|6-neTHero Bospacta. OOpamlaio Bamie BHHMaHWe Ha TO, 4T0 B PoccuiickoH
Qejepaunn ycranosieH oOwHA 16-neTHHA BO3pacT YroflOBHOH OTBETCTBEHHOCTH,
a 3a OT/le/IbHBIE MPECTYIICHHA C | 4-1E€THErO BO3pacTa.

[Hlupokoe pacnpocrpasese cMapTPOHOB, HOCTYHOCTb HCNOAL3IOBAHMHA
HMHTEPHETE, HEOIPaHWYEHHAA BO3MOXHOCTL AHOHWMHOrO o0iieHus W OwiCTpOro
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ofMena GOTO ¥ BUAEO MOIBOMSIOT JIMUAM, UMEIOLIMM TNPECTYNHBIE HAMCPCHHA,
COBEpLIATH MPOTHBOTIPABHBIE NEHCTBHA B OTHOWeEHHWH Bac. OuYeBHAHO, YTO B CHIY
BO3pacTa, JOGONLITCTEA M YyBCTBA 5E30NaCHOCTH B JOMAIIHMX YCIOBHAX BAM NETKO
BCTYNATh B pasroBopsl Ha MoObLIe 3alpeTHbie TeMbl, B TOM YMC/AEe Pa3BPalLAIOLIEro
XapaxTepa.

Y Bac moryT oOMaHHBIM NyTeM Y3HaTh HOMep OAHKOBCKOH KapThl, KOTOPYIO
BO3MOXHO JIa/IM BaM POJMTENH, U 3TO BbI30OBCT GHHAHCOBbIE MOTEPH B ceMbe. Takke
BAaC MOTYT CKIOHHTB K COBCPILCHHIO NOCTYNKOB, HAPY LIAIOLIMX TpaBa APYTUX mojei,
YTO B KOHCYHOM CYCTC MPHBCACT K BO3HMKHOBEHMIO Y Ballleil ceMmbd mpobnem,
CBA3aHHBIX C HApPYIICHHEM 3aKOHOB, & f YBEPEH, YTO Bbl COBCCM 3TOrO HC XOTHTC.

Muorza w3-3a pauied HEBHHMATENbHOCTH MOXHO OTKpPBITE HEMOHATHOS
BAOXEHHWE IEKTPOHHOW NOYTHI MAM 3arpy3uth ¢ calita ueGezonacHuiil daiin,
W B KOMMBIOTEP MOXET MOMACTh BPEJIOHOCHBIA KO, pa3paboTaHHbii CO 3/LIM
YMBIC/IOM.

OnHolt u3 BaXHeHIIMX Yrpo3 ABASETCH BOBJEYEHME B pacnpocTpaHeHHe
HapKOTHKOB Yepe3 PasnH4HbIC COLUHATbHBIE ceTH. [ToapoCTKH M JaXkKe HX POAMTENH He
A0 KOHLA 0CO3HAKT BCEH NONHOTHI OTBETCTBEHHOCTH, KOTOPas MOXKCT NOCICAOBaTH.
Bonee Toro, Ha caMOM NEPBOM >Tane HEKOTOPbIC GAKIANYWKH» BOCMPHHHMAIOT
npoxcxoasfilee Kak Hekuil yBnexatensHuli ksect. Kak npaBuiio, caMy OHH HAPKOTHKH
He YNOTpeGANIOT, MHOTHE - W3 BIloJHEe GNaronoy4YyHeIX cemMei. A BOT CPOK, KOTOpbIH
rPO3HT MM MO CTaThe 3a cOBIT M pacupocTpanenune napkotukon: 8-15 ser. Hemano,

npasaa?
4. MOILEHHHKH B CETH

W Mbl, HakoHEl, NMepexoauM K 3aKIIOYMTEIbHOW HacTH Halerc pasrosopa.
WHTepHeT cran MecToMm, rjie MHOTWE MPOBOAAT OGONnbWIylO 4acTh CBOCH XKH3IHH.
Momumo obuienns, MHTEPHET NaeT O4YeHh MHOIO BO3MOXKHOCTEH: CoBepilieHHe
HOKYTIOK, MAATEeXKH 33 pallMyHbie YCIYrH, HCNONK30BAHHE TOCYAAapCTBEHHBIX
nopTanos Ans obpatlieHui rpax/ax.

B nocnennue roasi NOABHIOCH MHOIO MOIIEHHHKOB, KOTOPHIE BHIMAHHBAIOT Y
moje# AeHBIH, NONB3YACH HX HCTPAMOTHOCTBIO, a H MPOCTO HEBHUMATEALHOCTHIO
npu paboTe B HHTEpHeTE.

Camulil pacnpocTpaHeHHbIll BHA HHTEPHET-MOIICHHHYECTBA, NP0 KOTOPbIH Bbi
YK€ HaBepHAKA CAbIIAIM HE ONMH pa3s, 370 Quiunnr. Kro-nubyae cmoxer cka3ath
MHE, 4TO 3TO TaKoe, HiAH NPUBECTH NpHMep puwHHTa?

Cnacubo. DMIMAT — 3TO Kpaxa Jo0sIX NEPCOHANBHBIX JaHHbIX, OT KOTOPhIX
NPEeCTYNHHKH MOTYT NONY4YHTh Bhiroay. 3T0O cepHH H HOMepa NacropToB, PeKBH3HTHI
GaHKOBCKHX KapT U CYETOB, NAPOJIH JI% BXOJAA B IEKTPOHHYIO 1IOYTY, MIATEXHYIO
CHCTEMY ¥ akkayHThl B couManbHbiX cerax. [lepconanenyo wnadgopMaLHio
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MOLIEHHHKH HCTIOAB3YIOT UL NONYHYEHUR JOCTYNA K JIHYHBIM KabHHETaM, K KOTOPbIM
NPHBA3aHEl GAHKOBCKME KAPTRI, YTO MO3BONAET MOXMIUATE C MX CHYETOB JACHEXKHbIE
CpeAcTsa.

Kak saumtuts cebs o1 cnama u puwnnra? 3aseaure cebe HECKONBKO apecos
3NEeKTPOHHOH nouTsl. Jlyyule Bcero MeTh no KpaiHel Mepe aABa ampeca. JIW4Hbi
anpec JEKTPOHHOHW MOYTBI [O/MKEH MCMONb30BATLCA TOABKO JUIR  JIHYHOM
KOPPECTIOHACHUMH, a3 «nyOnuuneill» 3MekTpoHHHINH aapec ucnoab3yiire ans
perucTpauMH Ha oduwienocTynHbIX GopyMax M B YaTax, a TaKkke Ui MOANHCKH Ha
MOYTOBYIO PAcChliIKy H APYTHe¢ HHTCPHET-YCIYTH.

Ceftuac akTHBHO pacTer Hrposas unaycTpHs. [logHuMKHTEe PYKH, KTO H3 Bac
aKTHBHO WIPaeT B OHNAHH Urpsl? A KTO H3 BAC HMEeT NIaTHbIHA akKayHT?

WmeiiTe B BHIY, Y4TO HIPOBOE MOLIEHHHYECTBO — TOKC OYCHb Pa3BHThIN Oninec.
Taxue BeuM, Kak KynICHHbIH TaHK, HTPOBOE OpYXHE, CKMH ANA Nepos B CTPATEruH
NpeACTaBAfIoT coboil IEHHOCTD, KOTOPYIO MOXHO YKPAacTh H NOTOM NepefpoAaTs 3a
Gonsluxe AeHBIH.

3anoMHHTE OYEHb YETKO — POAMTENIH AOKHBI ObITh B Kypce BCEX BallIMX
AelicTBUMR B CETH, CBA3AHHLIX C OHMalH-TIaTeXkaMu. OHU CMOTyT OBICTPO OTMEHHUTD
owrOOUHLIA WAH HENpaBWAbHBIA MAaTeX WiM OOpaTHTLCA B NOAHUMIO B Cily4ae
MOUICHHHYECTBa,

Huxoraa, Hu npH KakHx oOcToATeNbCTBAX He Co0billaliTe HHKOMY PEKBH3MTHI
NIACTHKOBBLIX KapT, BAIIHX MIH POAHTENbCKMX. OCOOEHHO 3alUHINEHHBIMH J0IXKHbI
6biTh PIN-koasl # CVV-koasl, HanucanHbie Ha 00opoTe kapTei. OGpaTuTe BHHMAaHKE,
HTO NIHYHYK0 HHGOPMALMIO MOKHO BBOAUTL TONBKO NpH Ge30NacHOM COEMHEHMH.
Beeraa cMoTpuTe B afpecHyl0 CTPOKY - aapec Beb-calita Ao/KeH Ha4MHATBCA C
«https://», a B unTepdeiice Gpay3epa 10/KHA NOSBUTHCA UKOHKA 33MKa.

Eiue HECKONBbKO COBETOB OT MEHS, C/IH NO3BOIHTE.

PerynspHo BbhinonHsfiTe pesepBHOEC KONMpOBAHME BaXHOW AnAs Bac
uHpopmaluK, 4ToOb! Nepesarpy3ka Balllero KOMNbIOTEpa, WK BhIHYKIEHHAs CMEHa
nporpaMMHOro ofecneyeHts BalIero KOMNbIOTepa (aTaku 3I0YMBIILIIEHHUKOB — 3TO
HE PEAKOCTL U He QaHTacTHKA), He CTANA ANA BAC CHLUKOM YYBCTBUTENLHOM.

Ecte oyenb xopomas ¢pasza: «Eciu 4TO-TO 3BYUHT CAHILKOM XOPOLLO, YTOObI
ObiTh NpaBoil, ckopee BCero 3ITO Henpasaa». Bce MBI NoOJydYanM NOUCbMa MO
IMEKTPORHOR nmnoute ¢ obeuwlannem uyero-Hubyaer OecnaaTHoro, HampHMep,
Mo6ubHOro TenedoHa HIH OMIETOB HA KOHIEPT. DTO TPIOKH, IPH3BAHHLIC 3aCTABUTHL
BaC NepeAaTh AM4YHbLIC CBEACHMSA, HEe NOKYNAaHTECh HAa HHX.

Eme oaso npaBwio, xotopoe cneayer zanomuuts: «[locmorpure B 00e
CTOPOHBI, MPEKAE YeM NEPEeXOAUTh yaHuy». Bocnpunnmalite ¢c HC TONBKO B
OykBanbHOM, HO M B NEPeHOCHOM cCMmbicie. Hanpumep, npexiae, uem cxa4arth
npuiaoxenue u3 Apple Store unn Google Play, nocmotpu ero pe#ituur, nouurai
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OT3hIBbI: YOEAUCH, YTO OHO HE HABPEOWUT TBOeMY ycrpoicTsy. [IpuHLMN «nonyMaii,
npexe YeM caenars» Gyaer akTyanes sceras.

H nocneance. Cefivac ana pasbnoxkuposxu cMapTOOHOB OYEHb NOMY/ISPHbI
OTREYATOK Ma1bla i pa3tnokKposka No nuiy. 3710 o4erb YI06HO H CTHIBHO, HO EC/H
Bbl xpanure GoubloR 00beM NHYHON, BaXHOH, KOHQUICHUNANBHOH HHPOPMALIHH B
renedoHe — ucnons3yire napons w3 4 uudp. Ou ropaia Hanexuee w Gesomachee
HOBBIX cNoco60B paibGlOKMPOBKH, XOTH W He CTOIb ObICTP U yA00eH.

SAKJIIOMEHHE

[Noasoas uror Bcemy cKkazaHHOMY, 8 nonpowly Bac - OyabTe OAMTENLHBI B CETH
TOYHO TaK e, Kak 4 B peanbHON XHu3HK. [na HarJAAHOCTH NPONEMOHCTPHPYIO
Hebonsiyio NOAGOPKY HOBBIX THIIOB MOIIEHHHYECTB W HArjioro obmaHa rpaxias,
KOTOpSIE [I0SBUAKCEH B IIOC/HE/HHE /lBA rO/a:

1) MouweHHKYeCKHe TelerpaMM-KaHalibi.

lMpeanaraior BHOCHTL QHHAHCOBBLIE CPEICTBA HA PAcHeTHBINH CHeT W Jenath
cTaBkd B OYKMEKEpCKHX KOHTOpax, He 3aperuCTPMPOBAHHBLIX HA TEPPUTOPHH
Poccuiickoit @exepaunu n AedicTBylomMx Oe3 nuuensHi. Takue xanaibi 4acro
NMPOABHMIaloT O/10repsl, NONYy4an 3a peKnaMy 3Ha4YMTENbHbIE CYMMbI JIEHET, LIPM ITOM
PALOBbIE M0J1L30BATEIH CTAHOBATCA XKepTBaMK oOMaHa.

2) [MpeanoxecHus NO HIFOTOBJICHHIO NOAICHBHBIX CEPTHHHKATOB O BAKLHHALIHH
uau [TLIP-TecToB B ceTn MuTepier.

Jymalo, He 1yXuo HaIOMULIATE BAM, YTO NOKYNKA M pealv3atiua TakuX Beie
HaxoAuTCH BHE 3akoHa. Pacckaxure o6 stom poautensm! I[lpuobperas TakoH
«cepTuMKaT» Bhl HE TOALKO MOABEpraeTe ONACHOCTH CBOE 310pPOBbE M XKH3Hb
OKPYXaKOUIHX, HO W CTAHOBHUTECH NOTEHUKRANbHBIM COYYACTHHKOB NPECTYIUIEHHA.

3) «CynepnpubslibHble» UHBECTHLIHH.

[pcanoxenus © BAOXKEHMH B  lcHHble Oymarw GankoB WM
TEICKOMMYHHKALMOHHBIX KoMnaHui. Takue MHBCCTNPOCKTBI «TapaHTHPYIOT»
Oe3ycnosHbli BO3BPAT BAOKCHHOIO KANHTaNa H BHICOKHC NPHOBUIH, BMECTC C TEM
KandTan B MNOCACAYIOMICM HC BO3BPAIIACTCH.

4) UnTepHCT-MarasnHbl ¢ HCOGOCHOBAHHO HH3KHMH [ICHAMH.

MoOIleHHHKK CO3Ja0T CaT HHTEpHET-Maras’dHa H aKTHBHO 3aMycKaioT
pekinamubii TpaduK, 4TOOB BLICBEYHBATLCHA HA NEPBBIX CTPAHHUAX B MNOHCKOBBIX
cHcTemax. 3a topap TpeOyerca nosHas npeaoiuiaTta, a AOCTABKA OCYUIECTBASETCH
MCKJIIOYHTENBHO Kypbepckoit cnyxboif, camoBsiBo3 He npeaycmotped. [locne
NEePeBOa IEHEKHbIX CPEACTB NOKY IaTeeM, Npojasell NepecTaeT BLXOANTL Ha CBA3bL
H yaanseT CalT HHTepHET-MarasmHa.

baaroaapio 3a BHHMaHWe. A Tenepb A roTOB OTBETHTL HA BaluH BOMPOCH

0 TNPOTHBOACHCTBHM NPECTYNICHHAM B cdepe KOMIBIOTCPHOH uHGOpMaLHH,
H 0 cnyx0e B noamMuuu,



